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MULTI-SERVICE NETWORK SWITCH WITH QUALITY OF ACCESS 

CROSS-REFERENCE TO RELATED APPLICATIONS 

This application claims priority of U.S. provisional 
applications 60/121, 270; 60/121, 271; 60/121, 272; 60/121, 27 3 ; 
60/121,27 4; 60/121,275; 60/121,27 6; 60/121, 277; 60/121, 27 8; 
60/121,279; 60/121,589; 60/121,590; 60/121,591; 60/121,592; and 
60/12159'3 filed on February 23, 1999, the contents of all of 
which are incorporated herein by reference. 

FIELD OF THE INVENTION 

The present invention relates generally to network switches, 
and more particularly, to a multi-service network switch capable 
of providing tiered access to the Internet. 

BACKGROUND OF THE INVENTION 

Today' s network service providers face extraordinary 
challenges. Traffic levels are rapidly increasing. Both 
consumers and- corporations are demanding higher access rates and 
staying on the Internet longer while looking for predictable 
performance and stringent service-level guarantees. This puts 
direct demands on Internet Service Providers (ISPs) to provide 
larger capacity and higher speed at their point of presence (POP) 
locations, preferably without compromising performance. 

Just to maintain acceptable performance, service providers 
are adding support for more users, more traffic, and more 
transactions, preferably without introducing bottlenecks or 
compromising network availability. Many network-based businesses 
transactions are time-critical and typically cannot tolerate 
undue delay or disruption. 

In addition to the challenge of growing traffic levels is 
the challenge of growing diversity of network technology. Users 
may access the public infrastructure, for example, over dial-up 
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connections, ISDN links, leased lines, frame relays, ATM virtual 
circuits. They may use voice-grade modems, cable modems, a 
variety of xDSL modems, or other modems. Within the 

infrastructure, a service provider's POP may attach to the core 
network and to other devices in the POP using, for example, ATM, 
frame relay, or Ethernet . 

Supporting each type of network technology in a traditional 
manner means that the ISPs typically add separate access servers, 
access routers, and/or stand alone LAN switches, generally 
resulting in an increase in cost and management complexities for 
the ISP. 

Increase in user traffic further results in customers 
dialing-in to the ISP's POP not being guaranteed access at all 
times due to lack of resources. When the POP is functioning at 
a maximum capacity, some of the customers are bound to get a busy 
signal and be refused access. 

Accordingly, there is a need for network switch capable of 
providing fault-tolerant and efficient services that will 
accommodate the increase in the number and the variety of network 
traffic. Such a switch should preferably allow ISPs to provide, 
as one of their value-added services, different access levels to 
connection requests for prioritizing them when there is a 
competition for resources. 

SUMMARY OF THE INVENTION ■ 

The present invention is directed to a multi-service network 
switch capable of providing multiple services including modem and 
ISDN services, frame relay support, LAN interfaces, and layer-2 
and layer-3 switching, from a single platform. According to one 
embodiment of the invention, the switch provides tiered access 
of the Internet by defining quality of access (QoA) levels to 
each incoming connection request. The QoA levels allow the 
switch to prioritize the incoming connection requests when there 
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is competition for resources. Preferably, a connection request 
with a higher QoA level is given a higher priority than a 

5 connection request with a lower QoA level. 

According to one aspect of the invention, the switch 
receives an incoming connection request. and assigns a QoA access 
level to the request based on a characteristic of the call. Such 
characteristics include an inlink type of the call, a telephone 

10 number associated with the call, a type of user initiating the 
call, and the like. The switch identifies the resource requested 
by the incoming connection request and determines an amount of 
current usage for the resource. If the amount of current usage 
is less than the access threshold associated with the assigned 

15 access level, the call is accepted and the resource is allocated 
to the call. 

BRIEF DESCRIPTION OF THE DRAWINGS 

These and other features, aspects and advantages of the 
20 present invention will be more fully understood when considered 
with respect to the following detailed description, appended 
claims and accompanying drawings wherein: 

FIG. 1 is a schematic block diagram of a multi-service 
network switch according to one embodiment of the invention; 
25 FIG. 2 is a more detailed schematic block diagram of a 

forwarding module of FIG. 1; 

FIG. 3 is an exemplary flow diagram for processing a call 
coming into the switch of FIG. 1; 

FIG. 4 is a more detailed functional block diagram of an IP 
30 forwarder module of FIG. 2; 

FIG. 5 is a schematic layout diagram of a routing table; 

FIG. 6 is a schematic layout diagram of a forwarding table; 

FIG. 7 is a schematic layout diagram of an IP cache; 

FIG. 8 is a schematic layout diagram of an ARP table; 

35 
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FIG. 9 is. a flow diagram of a packet forwarding process 
engaged by the IP forwarder module of FIG. 4; 
5 FIG. 10 is a schematic layout diagram of a domain database; 

FIG. 11 is a schematic layout diagram of a call policy 
record; 

FIG. 12 is a process flow diagram for policy based routing; 
FIG. 13 is a schematic layout diagram of a quality of access 
10 table; 

FIG. 14 is an illustration of a path that a connection might 
take if switch resources are being shared; 

FIG. 15 is a schematic layout diagram of a modem resource 
table; 

t s 

-jj 15 FIG. 16 is a flow diagram of a resource allocation process; 

:;\f; FIG. 17 is a schematic block diagram of the switch of FIG. 

1 maintaining a routing table for each virtual router; 
"l FIG. 18 is a schematic layout diagram of a sessions table 

If! including various virtual private network sessions; 

* a 20 FIG. 19 is a schematic layout diagram of a rules table 

i«y. including various virtual private network rules; 

\U FIG. 20 is a schematic layout diagram of a filter table 

;2 including various virtual private network filters; 

lJ FIG. 21 is a flow diagram of a packet filtering process 

25 engaged by a filtering module; 

FIG. 22 is a schematic block diagram of a switch 
incorporating an APS mechanism for external link failures; 

FIG. 23 is a schematic block diagram of a switch 
incorporating a backup port that is physically connected to 
30 another port on a separate card; 

FIG. 24 is a schematic block diagram of a switch 
incorporating a 1:2 protection switching; 

FIG. 25 is a schematic block diagram of a switch 
incorporating a 1:2 protection switching according to an 
35 alternative embodiment of the invention; 
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FIG. 26 is a schematic block diagram of a switch 
incorporating a 1:1 protection switching; 
5 FIG . 27 is a schematic block diagram of an IP forwarding 

layer, layer two protocols, and layer one physical interfaces; 

FIG. 28 is a schematic block diagram showing layer one, two, 
and three interfaces with multiple port interfaces; 

FIG. 29 is a schematic block diagram of a generic forwarding 
10 interface dividing the switch of FIG. 1 into drivers and 
applications; 

FIG. 30 is a schematic block diagram of a generic packet 
format ; 

FIG. 31 is a schematic layout diagram of a forwarding port 
15 address; 

FIG. 32 is a schematic layout diagram of a physical port 
address ; 

FIG. 33 is a schematic layout diagram of an input port 
information; 

20 FIG. 34 is a schematic layout diagram of an output port 

information; 

FIG. 35 is a schematic layout diagram of virtual address 
port assignments; and 

FIG. 36 is a schematic layout diagram of a generic 
25 forwarding interface supporting receiving queues and forwarding 
queues. 

DETAILED DESCRIPTION OF THE INVENTION 

I. MULTI-SERVICE NETWORK SWITCH SYSTEM ARCHITECTURE 

30 FIG. 1 is a schematic block diagram of a multi-service 

network switch (also referred to as the "chassis" or "system") 
according to one embodiment of the invention. Each slot on the 
switch preferably accommodates a single interface module (a 
card), referred to as a forwarding module (FM) 10. Each FM 10 

35 preferably includes the on-board intelligence, route forwarding, 
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and route processing information for distributed packet 
forwarding, as is described in further detail below. 
5 One type of FM, referred to as a system control module 

(SCM)14 / hosts a route server and acts as the control point for 
network management. The SCM 14 also performs all the typical 
functions of an FM 10. 

The switch includes at least two SCMs for fault tolerance, 
10 a primary SCM and a secondary SCM. The primary SCM is chosen at 
system startup, and announced to all the other FMs 10. The 
primary SCM preferably selects the secondary SCM as backup. If 
the primary SCM fails, the secondary SCM automatically takes over 
as primary, preferably with no loss of information and no 
3 15 interruption of service. 

"V Each FM 10 may have associated application-specific daughter 

cards, referred to as personality modules (PMs) 12, for 
i additional physical line interfaces or support hardware. "In the 

If preferred embodiment, there are one or two PMs associated with 

L 20 each FM. Exemplary PMs 12 include Ethernet switch PMs 12a, 
T| primary rate interface PMs 12b, digital modem server PMs 12c, and 

^ serial data interface PMs 12d. Together, the FMs 10 and PMs 12 

-4 allow an ISP to provide a wide range of services and support a 

3 wide range of applications, all within a single platform. 

25 The Ethernet switch PM 12a enables a LAN connection to a 

public network, such as the Internet. This module is typically 
used to connect server farms, intranets, and Web servers to the 
Internet. According to one embodiment of the invention, the 
Ethernet switch PM 12a provides twelve 10 Mb Ethernet ports and 
30 two 10/100 Mb auto-sensing Ethernet/fast Ethernet ports. 

The primary rate interface (PRI). PM 12b provides dial-up 
connections to the Internet.' This module may be provided in 
software for either Tl/El links or PRI ISDN links. The PRI PM 
12b provides redundant connections for automatic protection 

35 



-6- 



• 



1 



37069/JEC/X2 



switching on every port. Po 



rt "A" 13 is assigned as the active 



primary port and Port "B" 15 is assigned as the live backup port. 



modem calls. According to one embodiment of the invention, each 
digital modem server PM 12c provides a modem pool of 32 modems. 
The digital modem server PM 12c preferably has no physical 
connectors. Thus, incoming calls are routed via the backplane 

10 to the FM 10 on which the digital modem server PM 12c is 
connected. The available modems are allocated to the incoming 
calls based on resource availability criteria such as quality of 
access and virtual router ID. If a call is capable of being 
served, the call is assigned randomly to one of the available 

15 modems in the modem pool regardless of the FM 10 in which the 
call came in. 

The serial data interface PM. 12d enables serial synchronous 
communication. The serial data interface PM 12d supports a total 
of four links, for example, three frame relay and one Ethernet 

20 link, or four frame relay links and no Ethernet links. The link 
layer on the serial data interface PM 12d is preferably frame 
relay, and it typically connects to local routers or external 
equipment for connections to ISPs or service providers. 

In addition to the application specific PMs 12d, dedicated 

25 FMs 10 may also enable the ISPs to ■ provide a wide range of 
services. Dedicated FMs are preferably fixed configuration 
modules with processing power and functions hardwired onto the 
module. Exemplary dedicated FMs include digital modem server FMs 
and WAN line interface FMs. A WAN line interface FM provides 

30 channelized Tl or primary rate ISDN access to the switch. A 
digital modem server FM provides dial-up access for modem calls. 
A digital modem server FM typically provides 32 modems, but with 
the addition of a digital modem server PM 12c, it may provide up 
to 64 modems. 



5 



The digital modem server PM 12c provides dial-up access for 
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The switch preferably includes a redundant bus architecture 
for interconnecting the FMs 10 and the SCMs 14. This bus 

5 architecture preferably provides two (right and left) management 
busses 16, two (right and left) time-division multiplexed (TDM) 
busses 18, and two (right and left) cell/ATM busses 20, on the 
switch's backplane. In one embodiment of the invention, all 
cards use the right management and TDM busses by default. All 

10 cards in even slots use the left cell bus by default, and all 
cards in odd slots use the right cell bus by default. The 
.redundant bus architecture enables traffic to be automatically 
switched to the remaining bus to ensure continued service. When 
operation of the failed bus is restored, the traffic is 

15 preferably automatically switched back to the newly restored bus.. 

The management busses 16 provide internal system 
communication for monitoring various system components. For 
instance, the management busses carry messages for power-up 
sequencing, module status, and other hardware management 

20 functions. 

/ ^The TDM busses 18 provide communication for the digital 

modem server PMs 12c. yTVccording to one embodiment of the 
invention, the TDM bussed J. 6 c support over 2,000 DS0 connections 
and share the traffic/load communicated on them. 

25 The cell busses 20 move user traffic between the FMs 10, and 

carry internal protocol and control messages using multicast 
circuitry. 

In addition to the above, the switch also includes two clock 
cards, a right or first clock card 18a, and a left or second 
30 clock card 18b, either of which may be designated as an active 
primary clock card or a redundant backup clock card. The right 
clock card 18a monitors the right TDM and cell busses, and the 
left clock card 18b monitors the left TDM and cell busses. 

Both clock cards periodically check their respective TDM and 
35 cell busses, as well as the status of system fan trays, system 
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fans, and presence and type of power supplies. The clock cards 
then periodically broadcast to all the FMs 10 a chassis status 

5 message via its management bus 16. 

The clock cards are preferably provisioned with at least one 
clock, source in order for the switch to receive dial-up calls. 
The clock preferably, forces the transmitted and received bits to 
remain synchronized. According to one embodiment of the 

10 invention, the switch supports up to five reference clocks, one 
live primary, one secondary for redundancy, and up to three 
alternatives. The switch may derive the reference clock from 
either an external source or an internal system clock. If the 
input from one source becomes unacceptable, the clock card 

15 automatically switches to a backup clock source. Similarly, if 
a clock card or TDM bus fails, the other card or bus takes over. 

FIG. 2 is a more detailed schematic block diagram of the FM 
10 of FIG. 1. Although FIG. 2 is described in terms of the FM 
10, the same block diagram may also apply to the SCM 14 since the 

20 SCM 14 is a specific type of FM 10. The SCM 14, however, may 
include additional memory, flash PROMs, and boot PROMs . 

According to one embodiment of the invention, the FM 10 
includes at least one, but generally two, RISC processors: a 
right or first processor (RCPU) 22a (also referred to as the 

25 application CPU) , and a left or second processor (LCPU) 22b (also 
referred to as the driver CPU) . In a preferred embodiment having 
two CPUs, the LCPU 22b is mainly responsible for receiving and 
transmitting packets, and the RCPU 22a is mainly responsible for 
fault management, protocol encapsulation/decapsulation, and the 

30 like. Both the RCPU 22a and LCPU 22b have access to a shared 
memory 24 through Peripheral Component Interconnect (PCI) busses 
28a, 28b. 

A PCI bridge 30 connects the right PCI (RPCI)bus 28a to the 
left PCI (LPCI) bus 28b. The RPCI bus 28a is preferably the 

35 
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primary PCI bus with respect to the bridge 30, and the LPCI bus 
28b is the secondary PCI bus. 

5 Each FM 10 preferably also includes a generic module 

management (GMM) 2 6 block for exchanging messages with the RCPU 22a 
across the management bus 16. According to one embodiment of the 
invention, the GMM 26 is implemented as an intelligent 
microprocessor. Communication between the GMM 2 6 and the RCPU 

10 22a is effectuated through a set of registers. The registers are 
implemented in a programmable logic device and accessed by the 
RCPU 22a through a PCI input/output 40 block. According to one 
embodiment of the invention, the GMM 26 provides two status 
registers, GSTO and GST1, by which the RCPU 22a polls and obtains 

15 information regarding the chassis status, status of last command 
issued, status of previous and current messages in the message 
queues, and the like. 

The GMM 26 receives broadcast messages from other GMMs as 
well as messages addressed to its FM 10 via the management bus 

20 16. According to one embodiment of the invention, only the GMM 
26 on a card that is designated as a chassis manager receives 
broadcast .messages. All other GMMs preferably ignore the 
broadcast messages and receive only those messages addressed to 
the card. Special processing is done by the GMM 26 resident on 

25 the chassis manager for chassis status messages periodically 
broadcast by the clock cards 18a, 18b, as is described in further 
detail below. 

Any card, be it an FM 10 or SCM 14, may be designated as the 
chassis manager. However, there is only one active chassis 
30 manager, a primary chassis manager, for the entire system. If 
the primary chassis manager goes down, a backup secondary chassis 
manager takes over as the active chassis manager. 

Selection of the primary chassis manager and the secondary 
chassis manager preferably occurs during power-up of the system. 
35 Each card includes a chassis management switch, and all cards 
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with the chassis management switch turned on' are chassis manager 
candidates. These candidates power-up without any need of 

5 sending activation requests. According to one embodiment of the 
invention, the card 'in the lowest slot of the chassis with the 
chassis management switch turned on is selected as the primary 
chassis manager, and the card in the second lowest slot of the 
chassis with the chassis management switch turned on is selected 

10 as the secondary chassis manager. If only one card exists in the 
system, it becomes both the primary chassis manager and the 
secondary chassis manager. Once the primary and secondary 
chassis managers are elected, these cards begin responding to 
activation requests received from the other cards. 

15 The primary and secondary chassis managers communicate via 

hello messages over the cell bus 20. The primary chassis manager 
controls the right active management and cell busses 16a, 20a. 
The secondary chassis manager controls the left standby 
management and cell busses 16b, 20b. If the secondary chassis 

20 manager detects a failure of the primary chassis manager (due to 
timeout of the hello messages) , the secondary preferably switches 
over to the right management bus 16a, resets the primary chassis 
manager, and becomes the new primary chassis manager. The new 
primary chassis manager selects a new secondary chassis manager 

25 based upon slot location in the chassis. If the primary chassis 
manager detects a failure of the secondary chassis manager, the 
primary chassis manager resets the secondary chassis manager and 
selects a new FM 10 to act as the secondary chassis manager. 

The chassis manager includes a chassis management module 

30 (CMM) 34. The CMM 34 receives and transmits chassis status 
messages via the GMM 26, and is responsible for monitoring and 
managing the system. Among other things, the CMM 34 is 
responsible for chassis power management. Thus, when a new FM 
10 is inserted into the system, the GMM 26 of the newly inserted 

35 card reads a serial EEPROM in the FM 10 and PMs 12 for 
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determining their power requirements. 
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information about the model, revision, serial number, and power 
requirements of the card. The new card's GMM 26 then broadcasts 
the power requirement in an activation request message on the 
management bus 16 to the chassis manager. The GMM 26 in the 
chassis manager receives the request and passes it on to the CMM 
.34 for determining if there is sufficient power in the system to 
bring up the card. If there is, the GMM 26 in the chassis manager 
answers with an activate module message. 

The CMM 34 in the chassis manager is preferably also 
responsible for clock card monitoring. The CMM 34 in the primary 
chassis manager listens for the chassis status messages 
periodically sent by the right clock card via the right 
management bus 16a, and the CMM 34 in the secondary chassis 
manager listens for the chassis status messages periodically sent 
by the left clock card via the left management bus 16b. The 
chassis status messages include the status of chassis power 
supplies, fans, and temperature. The GMM 26 in each chassis 
manager monitors its respective management bus for the chassis 
status messages. The GMM 26 then notifies the CMM 34 of any 
change in the chassis status message. If power is a limiting 
resource, the CMM 34 powers down cards starting from the highest 
numbered slots until power consumption requirements can be met 
by the power supplies still operational in the system. 

If the GMM 26 does not receive two successive chassis status 
messages on a particular management bus, the GMM informs its CMM 
34. The CMM 34 then. invokes the FT AM 36 to broadcast out a test 
message on its' management bus. If the transmission succeeds, or 
if the transmission fails due to unavailability of the 
destination, its clock card (e.g. the right clock card 18a) is 
assumed to have incurred a fault and the FTAM 36 generates a 
fault notification. All cards are then moved to the standby 
management bus (e.g. the left management bus 16b). When the 
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faulty clock card is back in service, all cards are preferably 
moved back to original management bus (e.g. the right management 
bus 16a) . 

If the transmission fails due to bus unavailability, then 
the management bus being monitored (e.g. the right management bus 
16a) is deemed to have incurred a fault, and the FTAM 36 
generates a fault notification. The corresponding chassis 
manager moves all cards to the standby management bus (e.g. the 
left management bus 16b) . The faulty management bus is 
monitored, and when back in service, all cards are, preferably 
moved back to this bus. 

Management and monitoring of the chassis by the CMM 34 is 
done in conjunction with the FTAM 36 running in the chassis 
manager. An instance of the FTAM 36 also runs in each of the 
other cards in the chassis. Whereas the CMM 34 is responsible 
for the entire chassis, the FTAM 36 is preferably responsible for 
recognizing faults and acting on some of the faults that are 
local to the card. Among other things, FTAMs 36 provide local 
monitoring, fault detection, fault notification, fault isolation, 
and service restoration (wherever possible) for card failures and 
link/port failures. 

Application software components register with the FTAM 36 
identifying events to be monitored. When a fault, is detected, 
the FTAM 36 notifies all applications that have registered for 
that type of event. The FTAM 36 and the applications then take 
corrective action. For instance, a clock manager application may 
register with the FTAM 36 for selection of external clock sources 
on active links. A redundant port list application may register 
with the FTAM 36 for determining faulty links and switching over 
to active backup ports. IP applications may register with the 
FTAM 36 for updating forwarding tables with failed link/port 
entries . 
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Each FTAM 36 detects a card failure via hello messages. Each 
FM 20 sends out a hello message at fixed time intervals over the 

5 cell bus 20. If a card does not send hello messages, the other 
cards in the system mark this card as being down. The FTAM 36. 
in each card then updates all tables impacted by the failure 
event. The primary SCM 14, upon detecting the card failure, 
issues a reset request over the management bus to the primary 

10 chassis to restart the defective card. 

Each FTAM 36 also preferably detects link/port failures. 
Link and port drivers constantly monitor the state of each link 
and port. If a change in state is detected, a link failure 
broadcast message is sent to the FTAM 36. The system's automatic 

15 protection switching (APS) hardware and software mechanisms allow 
automatic recovery from both equipment faults and external link 
failures. For example, ' each' port on the primary rate interface 
(PRI) PM 12b (FIG. 1) has two connectors, a Port "A" 13 connector 
and a Port "B" 15 connector. If an internal fault is detected 

20 on Port "A" (13, the system's APS mechanism automatically 
redirects WAN traffic through the Port "B" 15 connector. 

Referring again to FIG. 2, each FM 10 further includes a 
connection manager 46 and a resource manager 38. The connection, 
manager 4 6 detects incoming calls to the FM 10 and the resource 

25 manager 38 manages and allocates local resources including 
digital modem and ISDN switched resources. Each connection to 
the switch needs a specific set of hardware and software 
resources. A frame relay call, for example, needs a line 
interface, an HDLC controller, a frame relay protocol stack, and 

30 frame forwarding software. Generally, all the resources required 
for a connection are found on the input FM 10 and its associated 
PMs 12. Sometimes, however, traffic entering the system on one 
card requires resources on another. Thus, when the connection 
manager 46 detects an incoming call, a resource request' is 

35 broadcast over the cell bus 20. The resource manager 38 in each 
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card receives the request and determines what resources are 
needed. If the card has the requested resource, it is allocated 



Each FM 10 also includes an IP forwarder 44 for forwarding 
packets based on layer three addresses. The IP forwarder module 
preferably contains local routing information for forwarding a 
packet via a right, or first, IP forwarding engine 42a and a 

10 left, or second, IP forwarding engine 42b. When a packet is 
received by the FM 10, the IP forwarder 44 proceeds to forward 
the packet if it has learned the destination address. Otherwise, 
the IP forwarder 44 performs a lookup of a central routing table 
and obtains the necessary routing information. 

15 FIG. 3 is an exemplary flow diagram for processing a 

connection request coming into the switch of FIG. 1. The program 
starts, and in step 50, the connection manager 46 detects an 
incoming call in one of the physical ports of the FM 10 (the 
receiving FM) . In step 52, the connection manager 46 notifies 

20 the resource manager 38 in the receiving FM 10 of the incoming 
call. The resource manager 38, in step 54, searches a call 
policy database for a call policy record corresponding to the 



parameters which dictate how the call is to be routed. Different 
25 policies may be applied based on the inlink of the call, a 
telephone number, a domain name, a source address, a destination 
address, and the like. 

Included in the call policy parameters are a quality of 
access (QoA) level, quality of service (QoS) level, virtual 
30 router ID, and virtual private network ID associated with the 
call. QoA is a method of classifying users and granting access 
to the switch based on a comparison of their QoA level to the 
current resource utilization. This allows for tiered access to 
the Internet when there is a competition for resources. Each QoA 
35 level is preferably assigned a percentage of threshold resource 



to the incoming call. 



incoming call. 



The call policy record includes various 
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usage. If resource utilization is below the percentage of 
threshold resource usage assigned to the incoming, call's QoA 
level, the call is accepted. Otherwise, the call is rejected. 

QoS is a method of classifying users to determine the 
priority with which packets are conveyed once a call has been 
accepted. QoS offers preferential treatment by processing 
connections based on their QoS levels. The higher the QoS level 
attached to the call, the higher the processing priority given 
to the packets associated with the call. 

The incoming call's virtual router ID and virtual private 
network ID allow the switch to provide access to resources that 
the user authorized for. According to one embodiment of the 
invention, the switch may be partitioned into multiple virtual 
routers where each virtual router has its own set of resources 
(e.g. ISDN or modem' resources) and routing tables. Thus, each 
virtual router preferably functions as a separate router in an 
independent and self-contained manner. Each virtual router may 
further be partitioned into multiple virtual private networks 
(VPNs) for further controlling access to the switch. VPNs are 
created with filtering software that filters traffic directed to 
the virtual router based on criteria such as, for example, source 
address and/or destination address. 

Once a call's QoA level, QoS level, virtual router ID, and 
VPN ID have been identified from the call policy record, the 
resource manager 38, in step 58, broadcasts a resource request 
message to the other FMs 10. If any of the FMs 10 have an 
available resource that matches the call's QoA level and virtual 
router ID, the FM 10 with the available resource transmits a 
response to the receiving FM 10 for connecting the call to the 
available resource . 

If the incoming call is accepted, the program, in step 59, 
creates a port interface (PIF) object that determines the layer 
two protocol to be utilized for the session. A generic 
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forwarding interface provided by the switch then dynamically 
bonds the layer two interface to the layer one interface of the 
5 physical port. In this way, layer two protocols need not be made 
dependent on the physical media ports in which they run on, but 
^ may b^e determined dynamically at runtime. 

step 60, the program invokes thfe ISP's authentication 
server for authenticating the user. / typical authentication 
10 server, is a RADIUS server. The authentication server preferably 
includes a database of users and use/ configuration information 
detailing the type of service to deliver to each user. Service 
configuration information may include the type of compression, 
,^ QoA level, QoS level, and/or a VFN ID assigned to the user, as 

JJ ' 15 is described in further detail below. According to one 
; s 7 embodiment of the invention, the configuration information in the. 

| !S & authentication server may / override default configuration 

jf information provided throughf the call policy database. 

m After the user has been authenticated, data packets may be 

20 forwarded to their destination addresses as indicated by step 62. 
m. In this regard, the switch provides for a uniform interface, 

ftl called a generic forwarding interface (GFI) , responsible for all 

internal packet forwarding, either between ports on the same FM 
rj 10 or across the bus to another FM 10 in the switch. 

25 Specifically, the GFI software provides for transparency between 
applications and link protocol, and the physical link driver, so 
that any physical interface may be associated with any protocol 
or application. Thus, all .GFI forwarding functions are 
preferably protocol transparent. 
30 When a packet arrives into the system, the GFI software 

translates the packet into a generic format using GFI utilities. 
When the packet is to be transmitted to a physical port, the GFI 
software invokes the appropriate driver's forwarding function to 
transmit the packet. The driver's forwarding function is then 
35 responsible for identifying the physical port and passing the 
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packet to the PIF module for translating the generic packet into 
the driver's specific format and transmitting it out the required 
port . 

Before forwarding the data packet, however, a check is 
preferably done to determine whether there are filters to be 
applied to the data packet. The filters determine whether the 
packet is to be forwarded or dropped. The filters applicable to 
the data packet are located based on the packet's VPN ID. 
II. DISTRIBUTED PROCESSING AND PACKET FORWARDING 
One of the features of the multi-service network switch of 
FIG. 1 is IP (layer three) routing using a distributed processing 
and packet forwarding architecture. The IP forwarder module 44 
in each FM 10 provides the necessary packet forwarding and route 
processing intelligence. Unlike a traditional access server 
where a centralized processor creates a bottleneck, a distributed 
forwarding architecture helps to reduce or eliminate the single 
point of congestion and allows the products to scale for both the 
number of connected interfaces and for packet forwarding 
performance . 

FIG. 4 is a more detailed functional block diagram of the 
IP forwarder module 44 of FIG. 2. An IP data packet arrives at 
a media port of a PM 12 and is processed by its media port driver 
118. The IP data packet may also be received by a backplane 
driver 120 if, for example, the packet has been forwarded by 
another FM 10 via the cell bus 20. 

When a connection is made on the media port, the switch 
creates a port interface (PIF) 122 object for the port. The PIF 
122 object determines the layer two protocol to be utilized for 
the current session based on the type of connection, and the GFI 
software 124 dynamically bonds the layer two interface to the 
layer one interface of the media port. In this way, layer two 
protocols need not be made dependent on the physical media ports 
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in which they run on, but may be determined dynamically at 
runtime. 

5 The PIF 122 also includes PIF structures for storing 

specific media and packet format information for each port. PIF 
structures are maintained as two dimensional arrays using a 
controller number and a port number as the index. 

A logical port identifier (LPI) 128 communicates with the 

10 PIF 122 and includes the IP parameters related to each physical 
port. The' IP layer calls an LPI transmit function whenever it 
wants to transmit a packet. The LPI transmit function identifies 
the appropriate physical port and passes the packet to the PIF 
122 for adding the media specific layer two encapsulation headers 

15 and transmitting it out from the appropriate port. 

When a packet is received by the media port driver 120, the 
packet is preferably translated by the driver to a generic format 
and transmitted to the GFI 124 software. GFI 124 preferably 
handles all internal packet forwarding in a protocol transparent 

20 layer, hiding the details of transmitting and receiving packets 
over different interface types. GFI 124 further queues the 
packet in one of four GFI buffers resident in the system shared 
memory 24 (FIG. 2) based on the packet's QoS. 

A packet processing module 126 polls the GF2 buffers for the 

25 packet, and parses the packet, for locating the packet's PIF 
structure. Once located, the packet processing module 126 
preferably checks that the packet is a data packet, checks that 
a session is established, and hands the packet over to the IP 
forwarder 44. If the packet needs to be routed, the IP forwarder 

30 tries to obtain the destination information from its IP cache 102 
or forwarding table 90. If unsuccessful, the IP forwarder 44 
attempts to obtain the information from a routing table 70 stored 
in* the SCM 14. In addition, the IP forwarder 44 might obtain 
additional parameters for the destination address from an address 

35 resolution protocol (ARP) table 112 through an ARP function block 
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114, or through a management ARP (MARP) request via a MARP 
function block 116. 
5 V FIG. 5 is a/schematic layout diagram of a routing table 70 

according to offe embodiment of the invention. The routing table 
70 includes/ a list of all of the IP destination addresses 
reachable/ from the .FMs 10, and all known routes to each 
destination address. The routing table may be created based on 
10 standard routing protocols including RIP, OSPF, BGP4, and the 
li]. 

According to one embodiment of the invention, the routing 
table 70 includes a destination field 72 identifying a configured 
destination IP address to where a packet might be forwarded. The 

15 routing table also includes a subnet field 74 indicating the 
significant bits of the destination IP address by either hiding 
or showing part of the address. The number "0" allows the 
corresponding bits of the IP address to be shown when the number 
"255" hides the corresponding bits of the IP address. In this 

20 way, a range of addresses in the subnet may be specified. 

The routing table 70 further includes a next hop router 
field 76 indicating an IP address to a next hop router. An owner 
field 78 indicates how the route was learned. • Specifically, 
"OSPFE" indicates that the route is an external route learned 

25 from a different routing domain (e.g. RIP). "OSPF1" indicates 
that the route is an intra-area route. "OSPF2" indicates that 
the route is an inter-area route. "LOCAL" indicates that the 
route is directly-connected. "STATIC" indicates that the route 
is a manually-configured route. "DIAL-POOL" indicates that the 

30 route is assigned out of a dial-up pool. 

A cost field 80 indicates a cost associated with each route. 
The cost is based on a distance metric to the destination IP 
address using the indicated route. Generally, the cost is 
calculated using any suitable or conventional distance vector 

35 algorithm. 
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FIG. 6 is a schematic layout diagram of a forwarding table 
90 according to one embodiment of the invention. The forwarding 

5 table 90 is a subset of the routing table 70. Unlike the routing 
table 70, however, the forwarding table 90 preferably includes 
a list of IP destination addresses and the best known route to 
each of these destination addresses. 

As with the routing table 70, the forwarding table 90 

10 includes a destination field 92 and a subnet field 94 
respectively, indicating IP destination addresses and subnet 
masks. A next hop router field 96 indicates an IP address to the 
next hop router if the route is a remote route. 

A type field 98 indicates a type of port connection. For 

15 instance, if the type of connection is indicated as "SPORT," the: 
destination IP address is on a single port. If the type of 
connection is indicated as "VLAN," the destination is part of a 
virtual LAN. If the type is indicated as "DIAL," the destination 
port exists in the dial-up- IP address pool. 

20 The forwarding table also includes a flag field 100 for 

describing the types of route. Valid values for this field are 
"S" indicating a system interface where the destination exists 
on the far side of a switch interface; "D" indicating a direct 
interface where the destination is connected to the switch 

25 (either on the same card or on a different card) ; W R" indicating 
that the destination is remote on another device of the network; 
"P" indicating that the destination is a supernet; "F" indicating 
that the destination is a default route; and "M" indicating that 
the destination is a management interface. 

30 FIG. 7 is a schematic layout diagram of an IP cache 102 

according to one embodiment of the invention. The IP cache 102 
also resides in each of the FMs 10 and includes a list of the 
most recently used IP source/destination address pairs, along 
with the physical port address and header information. Thus, if 

35 a destination address exists in the IP cache, packets may be 
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forwarded without lookup of .any routing or forwarding table, 
allowing increased forwarding performance. 

5 According to one embodiment of the invention, the IP cache 

102 includes a destination field 104 and a source field 106 
indicating recent IP destination and source addresses. An out 
port field 108 indicates a physical port on which data is 
transmitted to the destination address. A header field 110 

10 indicates 16-bits of MAC header information for forwarding the 
packet to the destination address. 

FIG. 8 is a schematic layout diagram of an ARP table 112 
according to one embodiment of the invention. The ARP table 
allows the resolution of IP addresses to MAC addresses and 

15 physical port addresses for local destinations. When a device 
is connected to the FM' 10, the IP software dynamically resolves 
the MAC-to-IP address translation and stores this information in 
the FM's 10 ARP table 112. 

The ARP table 112 includes an IP address field 200 

20 indicating an IP address to be translated to a MAC address and 
to a physical port address. A MAC address field 202 indicates 
the MAC address corresponding to the IP address. A physical port 
field 204 indicates the physical port address corresponding to 
the IP and MAC addresses. According to one embodiment of the 

25 invention, the port address convention is as follows: 

device type . chassis . slot . Personal it yModuleLocat ion . link. port 

The device type is a two-character description of the type 
30 of PM 12 providing the connection. The switch preferably 
supports at least the following PMs : primary rate interface PMs 
12b for ISDN (is); primary rate . interface PMs 12b for Tl (tl) ; 
digital modem server PMs 12c (mo) ; Ethernet switch PMs 12a (en) ; 
and serial data interface PMs 12d for frame relay (fr). 

35 
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The chassis number is a number assigned to the switch. The 
slot number is where the FM is inserted. Slots are numbered 

5 sequentially from bottom to top starting from slot number one. 
The personality module location indicates either a right PM 
(number 1) or a left PM (number 2) . The link specifies the 
number of logical links configured on the module. The port 
number indicates a port on the PM. Thus, according to this 

10 connection, physical port address En 1.3.1.1.1 indicates a 
connection to an Ethernet module, in chassis 1, on slot 3, on the 
right PM, on link 1, and physical port 1. 

The ARP table 112 also includes a type field 206 indicating 
that the address is static ("S") if the address was statistically 

15 configured in a network, local ("L") if the address is on a 
directly-connected network, dynamic ("D") if the address was 
learned, remote ("R") if the address was on a remote network, 
point-to-point ("P") if the address was learned on a point-to- 
point link, a router ("T") if the address belongs to a router, 

20 or broadcast ("B") if the address was learned through a broadcast 
packet. 

FIG. 9 is a flow diagram of a packet forwarding process 
engaged by the IP forwarder 44. When an IP packet that needs to 
be routed is handed to the IP forwarder 44, the program inquires 

25 in step 210 whether the IP cache 102 includes the destination 
address. If an entry for the destination address exists in the 
IP cache 102, the MAC header is copied from the header field 110 
onto the packet, and the packet is forwarded, in step 212, to the 
physical port indicated by the out port field 108. The backplane 

30 driver 120 is utilized to forward the packet if the physical port 
resides on a different card. 

If there is no entry for the destination address in the IP 
cache 102, the program inquires in step 214 whether the 
destination address is in the IP forwarding table 90. If the 

35 answer is YES, the program retrieves the route to the destination 
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and determines whether the route is via one of the ports on the 
same card or through another card. If the route is via one"" of 
5 the ports on the same card, it may be handled locally. 
Accordingly, the program, in step 216, searches the ARP table 112 
for the destination address if it is directly attached, or for 
the next hop router obtained from the next hop router field 96 
. of the forwarding table 90 if it is a remote route. If either 
10 the destination address or the next hop router is found in the 
ARP table 112, as inquired in step 218, the packet is sent to the 
indicated physical port address, and the entry is added to the 
IP cache 102. 

If there is no entry in the ARP table for the destination 
15 address' or the next hop router, then the destination is not via: 
one of the ports on the same card. Thus, the program, in step 
220, invokes a management ARP (MARP) protocol to discover whether 
the destination is through a port on a different card. The 
program thus places a MARP request packet in front of the IP 
20 packet and broadcasts it out on the management bus 16 to find if 
another FM 10 has the path to the destination. The FM 10 with 
the destination IP route strips off the MARP packet and forwards 
the IP packet out the appropriate interface. A MARP response 
Q packet is then sent back to the originating FM 10 so that its ARP 

25 table 112 may be updated with the port information as is 
indicated in step 222. All subsequent packets may now be 
forwarded directly to the port and not broadcast onto the bus. 

Referring back to step 214, if the destination address is 
not in the forwarding table 90, a request for the route is sent 
30 to the SCM 14. In step 224, the program inquires whether the 
destination address exists in the routing table 70. If the 
answer is YES, the route to the destination address is retrieved 
and stored in the forwarding table in step 226. If multiple 
routes exist to the same destination, the SCM 14 preferably 
35 returns the route with the lowest cost. If multiple routes exist 
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to the same destination and both routes have the same cost, the 
SCM 14 returns whichever route appears first in the routing table 



invokes the MARP request to forward the packet to the destination 
address. 

If the destination address is not in the routing table, the 
SCM 14, in step 228, returns a message indicating that the 
10 destination was unreachable, and the packet is dropped in step 



III. POLICY BASED ROUTING 

Another feature of the multi-service network switch of FIG . 
1 is the ability to select a router based on certain 



15 characteristics of a connection request. Such characteristics 
include, but are not limited to, an inbound access channel or 
link, a calling or called telephone number, a domain name, a 
source address, a destination address, and the like. Among other 
things, this feature facilitates the wholesaling of dial-up 

20 connections to other ISPs. For example, all user traffic 
received by a particular type of inlink (e.g. an ISDN line) may 
be directed to the router operated by a wholesaling ISP 
designated to the inlink. Thus, policy based routing allows a 
routing path to be selected within the switch without having to 

25 refer to a separate routing table. 

For domain-based routing, a user's login information (e.g. 
"user@ispl.com") may be used to select an ISP and authenticate 
the user with the ISP's authentication server. Once 
authenticated, all packets originated by the user are forwarded 

30 to the router designated for the domain operated by the ISP. 

According to one embodiment of the invention, the switch 
maintains a domain database . including parameters that determine 
the domain to which the user is to be connected. FIG. 10 is a 
schematic layout diagram of a domain database 380 according to 

35 one embodiment of the invention. Each domain database 380 is 



5 



70. 



The program then performs either an ARP table lookup or 
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headed and identified by a domain name 382 that a user may 
specify to be connected. The domain database 380 also includes 

5 a next hop router's address 384 identifying a router designated 
for the domain. Packets originated by the user connected to the 
domain are then forwarded to the specified router. 

For source-based routing, packets are forwarded to a 
specific router based on the source address of the packet. Thus, 

10 the user with a specified source address preferably only accesses 
the domain which is behind the designated router. According to 
one embodiment of the invention, router information for source- 
based routing is set-up for each user in the ISP's authentication 
™ server. 

yj 15 For call-policy-based routing, packets are forwarded to-. ; a 

specific router based on a telephone number, link, or channel of 
a dial-up connection. According to one embodiment of the 
invention, the switch maintains a call policy database including 
call profile information, referred to as call policy parameters, 
20 'that determine how a dial-up connection is to be handled. 
Specifically, the call policy parameters allow the selection of 
specific routers to which all user traffic, should be directed. 
The call policy database may be configured in a number of ways, 
but is preferably configured as a plurality of call policy 
25 records, each record defining a unique profile for a set of users 
requiring system access. 

FIG. 11 is a schematic layout diagram of a call policy 
record 290 according to one embodiment of the present invention. 
The call policy record 290 includes a search key 291 for keying- 
30 in to the record. The search key 291 may be designed to be one 
of various features or combination of features associated with 
an incoming call. Preferably, the search key 291 is a telephone 
number, an inlink or a channel within an inlink (e.g. DS0) on 
which the call is presented, or a combination of both. For 
35 example, if the search key indicates "called," the call policy 
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is applied to the called phone number. If the search key 
indicates "calling/' the call policy is applied to the calling 

5 phone number. If the search key is "inlink," the call policy is 
applied to any calls received on a specified inlink. The 
specific inlink and/or channels is specified in a source link 
field 292 and/or source channel field 293. The called or calling 
phone numbers are specified in a phone number field 316. 

10 Each call policy record 290 includes a call type 294 

identifying a type of call received, and a service type 296 
identifying a type of service being requested by the call. 
According to one embodiment of the invention, the call type 294 
includes ISDN and modem calls, and the service type 296 includes 

15 point-to-point protocol (PPP) or terminal services. 

Each call policy record 290 further includes a QoA level 298 
identifying the type of priority to be given to the call, and a 
QoS level 300 identifying the type priority to be given to the 
packets to be conveyed once the call is accepted. 

20 The call policy record 290 also includes a virtual router 

ID 302 and a virtual private network ID 304. The virtual router 
ID 302 identifies a virtual router to which the call is to be 
directed. As explained in further detail below, each virtual 
router is allocated a set of resources and routing protocols that 

25 allow the virtual router to act as an independent router within 
the switch. The virtual private network ID 304 identifies a 
virtual private network that controls access to the virtual 
router. 

In addition to the above, the call policy record 290 further 
30 specifies an authentication source 306 as being either the ISP's 
authentication server or a local database provided by the switch. 
If the authentication source is the ISP's authentication server, 
the call policy record specifies a primary authentication server 
312 and a secondary authentication server 314 that activates if 
35 the primary goes down. 
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The call policy record 290 also includes an IP address of 
a domain name server (DNS) to handle the call. The switch 

5 preferably supports a primary DNS address 308 and a secondary DNS 
address 310 that activates if the primary goes down. 

In order to select the appropriate router for the dial-up 
connection, the call policy record 290 includes a domain ID 311 
with an index to a domain database record. The domain database 

10 record includes the address of the router that is to handle the 
traffic originated from thje user. 

FIG. 12 is a process flow diagram for policy based routing 
according to one embodiment of- the invention. The program 
starts, and in step 318, the connection manager 46 detects an 

15 incoming call and notifies the resource manager 38 that there is 
a call. In step 320, the resource manager 38 interrogates the 
call policy database and retrieves the appropriate call policy 
record 290 using one or more of the search keys 291. In step 
322, the call parameters listed in the call policy record 290 are 

20 identified and applied in step 324. Other policies such as 
domain-based routing may also be applied if appropriate. In step 
326, the program routes the call to the appropriate, router based 
on the policy parameters. 

IV. QUALITY OF ACCESS IN ACCESS SERVERS 

25 Another feature of the multi-service network switch of FIG. 

1 is the ability to allow tiered access to system resources 
including dial-in modem and ISDN resources by assigning QoA 
service levels to incoming connection requests. In this way, an 
ISP utilizing the switch may offer different access service 

30 levels with different pricing for each service level. The higher 
the QoA service level, the higher the access priority, and 
consequently, the higher the probability of getting a connection 
when resource availability in the switch is low. 

According to one embodiment of the invention, the QoA level 

35 for an incoming connection is defined in the call policy record 
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290. The call policy record designates QoA access levels based 
on a particular feature of the incoming call, such as the type 
of inlink, phone number, and the like. When a connection is 
requested, the call's call policy record, is retrieved and the 
call's QoA level identified. A requested resource is then 
allocated to the call based on the identified QoA level and 
current resource usage. 

If the ISP' s authentication server is used for 
authenticating the user, a QoA level for the user is further 
defined as part of the user configuration information. The QoA 
level In the authentication server may be configured to override 
the QoA level in the call policy record. 

FIG. 13 is a schematic layout diagram of a QoA table 332 
according to one embodiment of the invention. The QoA table 332 
includes a default number of QoA levels 328 and access thresholds 
330 associated with each QoA level. According to one embodiment 
of the invention, the default number of QoA levels 328 is four. 

The access threshold 330 associated with each QoA level 328 
preferably indicates a maximum number of resources that may be 
in use before a resource is allocated to the connection request. 
If the resource utilization exceeds the access threshold 330 
corresponding to the user's QoA level 328, the request is 
refused. In the example of FIG. 13, a user with the lowest QoA 
level (level one) always has access to available system 
resources. A user with a QoA level of two has access to 
available system resources until 75 percent of those resources 
are in use. At that point, no new users in the same QoA level 
are permitted access to system resources until more resources 
become available. For a user with a QoA level of four, system 
resources become limiting once the access threshold reaches 25 
percent. 

According to one embodiment of the invention, the system 
reserves the system resources for other connections by 
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disconnecting users with low QoA levels. In this regard, the 
resource manager 38 periodically checks the utilization of system 

5 resources (e.g. every 60 seconds.) The resource manager 38 
compares the system resources in use to the access threshold 330 
associated with each logged-in user's QoA level. If the system 
resources in use exceed a user's access threshold 330, the user 
is disconnected. If multiple users with different QoA levels are 

10 connected to the Internet/ the resource manager 38 preferably 
disconnects users in descending order. For example, level four 
QoA users are disconnected first, then level three QoA users, and 
so on, until enough resources have been reclaimed to serve future 
connection requests. 

15 For example, assume that three users are connected to the 

Internet. User 1 has QoA level of one, User 2 has a QoA level 
of two, and User 3 has a QoA level of three. If system resource 
usage is 50 percent or less, all three users remain connected to 
the switch. If system resource usage reaches 70 percent, only 

20 User 1 and User 2 remain connected. User 3 is disconnected and 
the resources that were consumed by User 3 are reclaimed by the 
resource manager 38. If the system resource usage reaches 80 
percent or higher, only User 1 remains connected. 

When multiple .users with the same QoA level are connected 

25 to the Internet, the resource manager 38 preferably disconnects 
the users within the same level in a first-in-first-out manner. 
Thus, the user that has been logged on the longest is 
disconnected first. 

V. MODEM POOL MANAGEMENT FOR DIAL APPLICATIONS 

30 Another feature of the multi-service network switch of FIG. 

1 is the ability to dynamically allocate system resources to 
incoming connection requests. Resources are not tied to specific 
ports, but may be shared among the various cards on a needed 
basis . 

35 
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FIG. 14 illustrates the path that a connection might take 
if resources are being shared. In the example of FIG. 14, the 
connection is a modem call that arrives as a DSO on one port of 
a Tl WAN line interface FM 380. The FM has no modems of its own, 
so the resource manager 38 locates an available modem and routes 
the DSO over the TDM bus 18 to the digital modem server FM 382. 
After demodulation, the resulting packets are processed as 
appropriate and forwarded over the cell bus 20 to an output FM 
384. 

According to one embodiment of the invention, the resource 
manager 38 resident in each FM 10 is responsible for allocation 
and management of system resources. The resource manager 
preferably keeps a table of local resources and broadcasts this 
information to all other FMs. 10 in the system. Each FM 10 then 
has a complete view of the total resources available or in use 
in the switch. The resource manager 38 is also preferably 
responsible for monitoring the health of local resources. For 
example, suspect modems may be marked as being unavailable and 
put out-of-service . 

FIG. 15 is a schematic layout diagram of a modem resource 
table 334 maintained by the resource manager 38 according to one 
embodiment of the invention. Similar tables are also preferably 
maintained for ISDN and other system resources. 

The resource manager 38 tracks available modem resources in 
the modem resource table 334 by both QoA level and virtual router 
(VR) . Thus, the table 334 includes a VR ID field 336 identifying 
the virtual router for whom modem resources are being tracked. 
A maximum local resources field 338 indicates a maximum number 
of modems allocated to the VR on the FM 10. A value of zero for 
this field may indicate that the FM 10 is not a modern module. 
A maximum global resources field 340 indicates a maximum number 
of modems on the entire switch that have been allocated to the 
VR. 
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A current local resources field 342 indicates a current 
number of modems available to the VR on the FM 10. The 
5 difference between* this number and the number from the maximum 
local resources field 338 indicates the number of modems in use 
by the VR on the FM 10. A current global resources field 344 
indicates that the number of modems in use by the VR on the 
entire switch. The difference between this number and the number 
10 from the maximum global resources field 340 indicates the number 
of modems in use by the VR on the entire switch. 

A QoA field 346 indicates the QoA levels supported by the 
switch. According to one embodiment of the invention, the switch 
supports four QoA levels, with level one being of highest 
15 priority. 

A local QoA field 348 indicates the number of modems 
available in the FM 10 for the listed QoA class for the VR 
indicated. In the example of FIG. 15, level one QoA accesses the 
n switch when there are zero or more modems available (100% of the 

20 time) , level two QoA accesses the shelf when there are 8 or more 
7t modems available ■ (75% of the time), level three QoA accesses the 

U : switch when there are 16 or more modems available (50% of the 

J time) , and level four QoA accesses the switch when there are 24 

3 or more modems available (25% of the time) . 

25 A global QoA field 350 provides similar information as the 

local QoA field 348 , but for the entire switch. Thus, the global 
QoA field 350 indicates the number of modems available in the 
entire switch for the listed QoA class for the VR indicated. 

An accept local field .352 indicates whether each of the 
30 listed QoA levels may access the FM 10 based on the number of 
local resources available as indicated by the current local 
resources field 342. The valid values are preferably yes and no. 
The yes and no values are calculated dynamically so that as 
resources are consumed, the yes values may change to no values, 

35 
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with the exception of the level one QoA, which always is allowed 
access. 

An accept global field 354 provides similar information as 
the accept local field 352, but for the entire switch. Thus, 
the accept global field 354 indicates whether each of the listed 
QoA levels may access the switch based on the number of global 
resources available as indicated by the current global resources 
field 344. 

FIG. 16 is a flow diagram of a resource allocation process 
according to one embodiment of the invention. When a user 
initiates a connection request in step 356, the connection 
manager 46 detects the incoming connection request in step 358 
via one of the interface lines, and in step 360, notifies the 
resource manager 38 residing in the FM 10 receiving the request 
(the receiving FM) . In step 362, the resource manager 38 
retrieves the appropriate call policy record 290 from the call 
policy database based on the characteristics of the connection 
request. The retrieved call policy record includes, among other 
things, the type of call, QoA level and the VR ID associated with 
the call. 

Based on the type of call, the resource manager 38 
determines the type of resource to allocate to the call. For 
instance, if the call is an ISDN call, ISDN resources are 
allocated. On the other hand, if the call is a modem call, modem 
resources are allocated. 

In step 364, the program inquires whether the identified 
resource resides locally in the receiving FM 10. If the answer 
is YES, the resource manager 38, in step 366, allocates the 
identified resource to the call based on the identified VR ID and 
QoA level. In step 368, the resource manager 38 proceeds to 
update its local resource table 334 indicating the allocation of 
the identified resource. Furthermore, the resource manager 38 
in the receiving FM 10 transmits a broadcast message indicating 
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that the identified resource has been allocated, allowing each 
of the other resource managers to also update their respective 
resource tables.* In step 370, the user is authenticated, 
preferably via the ISP's authentication server, and may now start 
transmitting and receiving data packets. 

Referring back to step 364, if the identified resource does 
not exist locally, the resource manager 38 broadcasts, in step 
372, a resource request including the QoA level and VR ID 
associated with the' incoming call. The resource managers 38 in 
the other FMs 10 receive the request and examine their local 
resource tables 334 for determining if there is a resource 
available for the specified QoA level and VR ID. If ' there is, 
the receiving FM 10, in step 374, receives a messages from each 
FM 10 indicating availability of the requested resource. 
According to one embodiment of the invention, the first FM 10 to 
respond to the connection request is assigned the call, and the 
other responses are ignored. 

In allocating the resource to the call, as reflected in step 
366, the connection manager 46 of the' receiving FM 10 broadcasts 
a connection request to connect to the resource in the first 
responding FM 10. The connection manager 4 6 in the responding 
FM 10 then responds with a message that the call has been 
connected. According to one embodiment of the invention, the 
responding FM 10 allocates a modem from its local pool starting 
sequentially with the modem on port one. The next call the 
responding FM 10 takes goes to port 2, then port 3, and so on. 
If a call is hung up on port 1 or port 2 before port 3 takes a 
call, ports 1 and 2 remain, idle, and the third call is still 
allocated to port 3. If a modem port is in use and this port is 
the next one that would normally answer the call, the allocation 
of the port becomes randomized and any subsequent port may answer 
the call: 
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If there are no resources available that match the specified 
QoA and VR ID, the connection manager 46 in the receiving FM 10 
causes the call to be terminated.. . 

If a call has been connected and allocated a resource, and 
if the call is to be terminated, the interface line transmitting 
the call receives a request to disconnect the call, and it 
informs the connection manager 46. If the call has been 
allocated a local resource from the receiving FM 10, the call is 
locally terminated and the resource allocated to the call is 
returned to the free pool. All resource managers 38 then update 
their resource tables to reflect that the resource has become 
available. 

If the call has been allocated a resource from a different 
card, the connection manager 4 6 in the receiving FM 10 broadcasts 
a request to disconnect the resource. The connection manager 46 
in the FM 10 that allocated the resource then proceeds to 
disconnect the call. The connection manager 4 6 in the FM 10 that 
allocated the resource then broadcasts a message informing that 
the call has been disconnected. The resource is then returned 
to the free pool and the resource manager on each FM 10 updates 
their resource tables to reflect that, the resource has become 
available. 

VI. MULTIPLE VIRTUAL ROUTERS 

Another feature of the multi-service network switch of FIG. 
1 is the ability to partition the switch into multiple virtual 
routers (VRs) where each VR has allocated to it a set of 
resources (e.g. ISDN or modem resources) and routing tables. 
Thus, each VR functions as a separate router in an independent 
and self-contained manner. 

The system' s approach to resource management enables the 
efficient provisioning of VRs. As described above, system 
resources are not tied to a particular slot or interface, 
allowing them to be flexibly partitioned among the various VRs. 
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According to one embodiment of the invention, a default 
system router is created at system boot-up. This router is 
5 preferably always present in the system, and all resources 
initially belong to the system router until they are reassigned 
to the VRs . 

A system administrator may create new VRs and assign 
resources to the VRs. The system administrator may also perform 
10 routing configurations for the VRs. 

A new VR is preferably created by assigning it a unique name 
and a unique VR ID. The new VR is then configured by setting-up 
its physical interfaces, IP interfaces, and enabling its routing 
protocols. Once configured, the VR is then enabled and may thus 
^ 15 function as an independent router. 

?f Specifically, a portion of the resources available to the 

U,. system are allocated to the newly created VR. Such resources may 

^ include dial modem, ISDN, Tl, PRI, Ethernet, and/or frame. relay 

resources. Ethernet resources are partitioned on a per PM basis. 
« 20 Thus, each VR either has the entire Ethernet switch PM 12a or 
^ none at all. PRI and Tl resources are partitioned at the DSO . 

FIJ level. Frame relay resources are partitioned at the PVC 

(permanent virtual circuit) level. 

Each VR is also allocated a number of modem and ISDN 
25 resources in the dial-up pool. According to one embodiment of 
the invention, each VR is allocated some fixed percentage or some 
fixed number of the pool. The resource manager 38 monitors the 
usage of the' resources for each VR for each QoA level. When a 
call is received, the resource manager 38 identifies the VR ID 
30 of the incoming call and dynamically allocates the modem or ISDN 
resources if it is within the limits set for the VR and the 
user' s QoA. 

In addition, each VR has an instance of an IP protocol stack 
and its own routing table 70 for routing protocols including RIP, 
35 OSPF, GBP4, and the like. The SCM 14 thus maintains a routing 
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table 70 for each VR according to the VR ID as is illustrated in 

FIG. 17. In addition, each VR has its own forwarding table 90 
5 and IP cache 102 for forwarding IP packets which are also 

maintained based on the VR ID. 

Each VR may further be partitioned into multiple virtual 

private networks (VPNs) for controlling access to certain 

portions of the VR. Access is controlled by filtering software 
10 that filters traffic directed to the VR based on criteria such 

as source and/or destination addresses. 

According to one embodiment of the invention, VPNs consist 

of VPN sessions, VPN rules, and VPN filters. VPN sessions are 

a set of criteria that the switch compares against traffic in the 
15 network. VPN rules determine how the packets that match the VPN 

session are to be processed. VPN filters bind VPN sessions to 

VPN rules. 

FIG. 18 is a schematic layout diagram of a sessions table 
240 including various VPN sessions according to one embodiment 

20 of the invention. Each VPN session of FIG. 18 includes a session 
ID 242 for classifying a particular session. Because sessions 
are consulted in numerical order, the session ID 242 also 
preferably indicates the order in which sessions in the sessions 
table 240 are compared to packets. For example, session 1 is 

25 compared first, then session 2, and so on. If a packet does not 
match one of the sessions, it proceeds through the list to the 
next session. 

Each session preferably also includes a VPN ID 244 for 
classifying and categorizing dial-up connections. For instance, 
30 one group of users may constitute a company' s employees with a 
specific VPN ID 244 who may be given access to the company's 
network as well as to the Internet, and a second group of users 
may constitute customers with a different VPN ID 244 who may be 
given access to the Internet, but not to the company's network. 

35 
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In one embodiment of the invention, each user's VPN ID is 
configured in the ISP's authentication- server . 

5 Each session also includes an IP source address 246 and 

destination address 250 pair to match against packets transmitted 
and received in the network. A source comparison mask 248 and 
a destination comparison mask 250 allow the specification of a 
subnet, a group of hosts,, or all addresses. In this way, the 

10 switch identifies the packets that are candidates for the 
filtering process . 

For example, a session ID 242 of "1,'? VPN ID 244 of "111," 
source address 246 of "any," source comparison mask 248 of "any," 
a destination address of "10.1,0.0," and a destination comparison 

15 mask 252 of "255.255.0.0" indicates a VPN session "1" for users 
with a VPN ID of "111" (e.g. company employees), and allows them 
to come from anywhere on any source address, and access any 
subnet on the 10.1.0.0 network (e.g. the company LAN). On the 
other hand, a session ID 242 of "2," VPN ID 244 of "any," source 

20 comparison mask 248 of "255.255.0.0," destination address of 
"208.277.214.0," and destination comparison mask 252 of 
"255.255.255.0" indicates a VPN session "2" for any user (VPN ID 
"any") on any subnet on the 10.1.0.0 network (e.g. the company 
LAN) to access network 207.221.211.0 (e.g. the dial-up pool for 

25 accessing the Internet) . In these examples, packets are compared 
against each session in ascending numerical order based on the 
session ID. Thus, if a packet does not match against session ID 
242 "1," it is then compared against session ID "2." 

Once a packet is targeted for filtering, the VPN rules 

30 specify a set of conditions about how the packet is to be 
processed. The rule may specify that the packet is to be 
forwarded, or that they packet is to be dropped. 

FIG. 19 is a schematic layout diagram of a rules table 254 
including various VPN rules according to one embodiment of the 

35 invention. Each VPN rule includes a rule ID 256 for identifying 
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the conditions in the rule. Each VPN rule also includes a rule 
priority 258 indicating the order in which the rules are applied 
5 for a packet that matches a particular VPN session. An action 
field 260 indicates the action that the rule is to perform on the 
packet. Valid actions preferably include forwarding or dropping 
the packets. 

Each session further includes an IP protocol field 262 and 
10 an application layer protocol field 264. The IP protocol field 
indicates the name of the IP protocol that is to be filtered. 
The application layer protocol field 264 indicates the 
application layer protocol that delivered the packet to the VPN. 
A session count field 266 indicates the number of VPN 
15 sessions that use the rule. A packet count field 268 indicates 
the number of packets that are forwarded or dropped by the 
switch . 

The VPN filter is preferably the entity that binds a VPN 
session to a VPN rule. Thus, when a packet is identified for 

20 filtering based on the criteria in the session table 240, the 
software consults the rule associated with the session from the 
rules table 254, and the rule determines whether the packet 
proceeds through the network. 

FIG. 20 is a schematic layout diagram of a filter table 270 

25 including various VPN filters according to one embodiment of the 
invention. Each filter includes a session 272 and a rule 274 
that is bound to the session 272. The session 272 corresponds 
to the session ID 242 in the session table 240, and the rule 274 
corresponds to the rule ID 256 in the rules table 254. 

30 When a media port receives a packet, it determines whether 

it needs to be filtered. If so, it is passed to a filtering 
module for carrying-out the appropriate filtering process. 
According to one embodiment of the invention, the filtering 
module resides in each FM 10. 

35 
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FIG. 21 is. a flow diagram of a packet filtering process 
engaged by the filtering module according to one embodiment of 
5 the invention. Each packet to be filtered includes a VPN ID. 
Thus, the program starts, and in step 280 locates the VPN ID in 
the packet. The program also searches the sessions table 240 for 
the appropriate VPN ID 244. The program searches the sessions 
table 240 in ascending numerical order based on the session ID 
10 242. Once the program locates a session matching the VPN ID, the 
program, in step 282, inquires whether the packet's source 
address matches the source address 246 specified for the session. 
If the answer in YES, the program inquires in step 284 whether 
the packet's destination address matches the destination address 
:*S 15 250 specified for the session. If the answer is again YES, the 
W program, in step 286, searches the filter table 270 for the rule 

" corresponding to the matched session. In step 288, the program 

SI searches the rules table 254 for determining the conditions 

f "p specified for the rule, and processes the packet (i.e. forwards 

s 20 or drops the packet) based on these conditions. 

VII. AUTOMATIC PROTECTION SWITCHING 
Hi Another feature of the multi-service network switch of FIG". 

^ 1 is its ability to provide fault tolerance through automatic 

f% protection switching (APS) hardware and software. APS allows 

25 component failures within the switch (e.g. terminating equipment 
failures) and external link failures to be isolated and service 
be restored via backup components. Thus, if a terminating 
equipment or an external link goes down, each is automatically 
rerouted to a backup component without interruption in service. 
30 There are two elements to a connection, an external link and 

a terminating equipment connecting to the external link. Thus, 
APS is preferably divided into two areas, one area dealing with 
fault isolation and automatic recovery for terminal equipment 
failures, and the other area dealing with fault isolation and 
35 automatic recovery for external link failures. 
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The switch preferably supports any combination of primary 
and backup components. For example, the backup may be a port on 
5 the same module (card) , another module within the same shelf, 
another module in a different shelf but within the same rack, or 
another module in another shelf in another rack. 

FIG. 22 is a schematic block diagram of a switch 
incorporating an APS mechanism for external link failures. The 
10 switch includes a primary module 506 and a backup module 508 
where the primary module accepts a primary WAN link 502 and the 
backup module accepts a backup WAN link 504. Both the primary 
and backup modules include surge protection equipment 510, 514, 
and a line interface unit (LIU)/framer 512, 518. The same data 
■'5 15 received by the primary WAN link 502 is also preferably received 
m by the secondary WAN link 504. If software detects errors on the 

;T primary WAN link 502, such as transmission errors, the APS 

St- software shifts ■ the reading from the primary WAN link to the 

^ backup link 504. The shift from the primary WAN link to the 

20 backup link is preferably instantaneous, without creating any 
y interruption to system functionality. 

|*s| According to one embodiment of the invention, the backup WAN 

Uf link 504 is selected from a redundant port list (RPL) . The 

% redundant port list provides a user-defined list of backup links 

25 for each link in the system. The backup link may be of the same 
type or different type than the primary. For example, an ISDN 
connection could have a f ractional-Tl link as a backup. 

The switch further provides an APS mechanism for terminal 
equipment failures such as faulty modules or faulty ports. 
30 According to one embodiment of the invention, there are two ways 
for protecting terminal equipment. One way is having two or more 
ports in a card, where each primary port is protected by a backup 
port. Thus, when a primary port goes down, a backup port takes 
over. Another way involves having two or more cards, where each 

35 



-41- 




1 37069/JEC/X2 

primary card is protected by a backup card. Thus, when one card 
goes down, the other card takes over and processes the data. 

5 FIG. 23 is a schematic block diagram of a switch 

incorporating a backup port that is physically connected to 
another port on a separate card. A primary module 501 includes 
a primary port 503 and a backup port 505. The backup port 505 
is physically connected to another port 509 on a backup module 

10 507 via a backup link 511. When a fault is detected on the 

primary, port 503, the relay diverts traffic to the backup port 

505 which in turn directs the traffic to the port 509 on the 

C backup module 507. 
[jf/A $ $y 

V7\ccording to one embodiment of tfoe invention, a fault on the 

15 primary port 503 is detected via/ hardware by monitoring the 
ijt activity of the port. If there i/ no activity (e.g. no change) 

1*7 on the port after a programmed period of time (e.g. 290 

: y milliseconds) , the protection yelay 520 automatically switches 

to the backup port 505. The AjPS s^twar^*"keeps the data in the 
*" = 20 backup port 505 up-to-date w/th the primary port. Thus, when 
O there is a switch from the primary port to the backup port, no 

loss of data is contemplated. If the backup port is on the same 
Uf. card, then the same memory is used. If the backup port is on a 

different backup card, me APS software preferably writes the 
25 data to both cards, at tl/e same time. 

The APS architecture is preferably a l:n architecture where 
each backup component supports n primary components, where n is 
greater or equal to one. For example, a 1:2 protection switching 
indicates that one backup component exists for every two primary 
30 components. According to one embodiment of the invention, the 
switch offers a choice of 1:1, 1:2, 1:3, and 1:4 protection 
switching for Tl/El links, and a choice of 1:1 and 1:2 protection 
switching for CT3 links (E3, T3, and channelized OC3) . 

FIG. 24 is a schematic block diagram of a switch 
35 incorporating a 1:2 protection switching according to one 
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embodiment of the invention. Port number one 522 and port number 
two 524 are both connected to a common backup port 52 6. Port 
5 number one 522 is connected to the backup port 526 via backup 
link 528, and port number two is connected to the backup port via 
backup link 530. Such 1:2 protection switching enables either 
of the' two working links to be switched to the protection 
circuitry. 

10 FIG. 25 is a schematic block diagram of a switch 

incorporating a 1:2 protection switching according to an 
alternative embodiment of the present invention. Port 1 has a 
first primary connection 540 and port 2 has a second primary 
connection 542. Instead of each port having its own backup 

15 connection, like in the embodiment of FIG. 25, both port 1 and 
port 2 share a backup connection 544. 

FIG. 26 is a schematic block diagram of another embodiment 
incorporating a 1:1 protection switching. External link B 532 
acts as a backup for external link A 534. According to this 

20 embodiment, LIU and other logic is switched to either port A 538 
or port B 540 via a selection relay 536. Thus, if external link 
A 534 goes down, the relay 536 switches to port B 540 for reading 
data from the external link B 532. 

VIII. MODULAR, INDEPENDENT PROTOCOL STACK ARCHITECTURE 

25 Another feature of the multi-service network switch of FIG. 

1 is its ability to support an IP routing protocol and 
architecture in which, the layer two protocols are independent of 
the physical interfaces they run on. In contrast to known switch 
technology that attaches a protocol to a physical port at compile 

30 time, the switch preferably configures a port with the 
appropriate protocol when the port is activated, that is, 
dynamically after a connection is made, allowing switch 
applications to be independent from the physical ports on which 
they run. 

35 
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The switch preferably supports a variety of wide area 
network (WAN) and local area network (LAN) physical interfaces. 
5. These physical interfaces include modem, ISDN, Tl and fractional 
Tl (T1/FT1), unchannelized T3 (UT3), ATM 0C3, ATM DS3, and 
Ethernet. The switch also supports a variety of layer two 
protocols including point-to-point protocol (PPP) , PPP over frame 
relay (PPP/FR), PPP over Ethernet ( PPOE) , layer two tunneling 
10 protocol (L2TP) , layer two forwarding (L2F) , RFC .1483 Bridged, 
RFC 1483 Routed, RFC 1490 Bridged, and RFC 1490. 

With the flexibility to dynamically configure a port, a 
single port may support an L2TP for one session and a L2F for 
another session. In addition, the same protocol may be run on 

in 15 different ports for each session. For instance, PPP typically 

l p comes over modem. However, with dynamic configuration of ports, 

PPP may also be run over Ethernet, Tl, or ISDN lines, without 

%J being restricted to a single type of physical interface. 

?;£ Furthermore, the switch is not only capable of processing 

» 20 different types of packets from different types of media, but is 
also capable of forwarding the packets to any kind of media. For 

ftj example, data can come into the switch via PPP and go out over 

W ATM . 

jSJ The dynamic configuration of ports may further be extended 

25 to a variety of media, such as narrow band for voice, broadband 
and DSL, to name a few. A port can also be dedicated such as for 
Tl. The software architecture enables modules for disparate 
media to communicate with one another all in one switch. 

FIG. 27 is a schematic block diagram of an IP forwarding 
30 layer 600, layer two protocols 602, and layer one physical 
interfaces 604. The dynamic configuration of ports allows, for 
example, .PPP to be bonded to modem, ISDN, Tl, UT3, ATM DS3, and 
ATM-OC3. In addition, layer two protocols 602 may be dynamically 
linked together to create a new layer two protocol. The new 

3-5 
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layer two protocol may then be bonded to a layer one interface 
604. 

5 According to one embodiment of the invention, the port 

interface (PI-F) 122 (FIG. 4) enables dynamic bonding of layer two 
protocols to layer one protocols. When a media port becomes 
active, the switch creates a PIF object for the port. 
Preferably, PIFs are created by the GFI 124 (FIG. 4) software, 

10 triggered by the media driver 118. The PIF object determines the 
layer two protocol to be utilized for the current session based 
on the type of connection, and the GFI software dynamically bonds 
the layer two protocol to the layer one interface of the media 
port. The. protocol is linked for the duration of the session. 

15 FIG. 28 is a schematic block diagram showing layer one, two-, 

# and three interfaces with multiple PIFs 122, a PIF for every 
port. When a port is activated, the media driver 118 preferably 
creates a PIF structure/module storing specific media and packet 
format information for the port including port type, 

20 encapsulation, state information (e.g. active or inactive), and 
different port numbers (e.g. physical port address, forwarding 
port address, and the back-plane port address) . The PIF also 
keeps track of the status of the PIF and reports changes to the 
FT AM, maintains statistics of the ports, and maintains a pointer 

25 to the currently dialed-in user for dial-up ports. 

According to one embodiment of the invention, the PIF 
structures are maintained as two dimensional arrays using the 
controller number and the port number as the index. In order to 
locate a particular PIF of a port, both the controller number and 

30 the port number within that controller are used. 

The PIFs for all the physical ports are preferably created 
when the card comes up. The PIFs are initially in an inactive 
state. As the ports become active the PIF states are changed to 
an active state. For dial-in ports, the PIF is put into an 

35 active state when a user dials in through that port. When the 



-45- 



1 37069/JEC/X2 

call is disconnected, the PIF is put into an inactive state. The 
PIF is preferably not removed because the PIF structure also 
5 ■ keeps the port statistics and it is useful to keep the port 
statistics even after the user is disconnected. 

A port up message is sent by all the LAN cards to the SCM 
whenever a port changes its state from an inactive state to an 
active state. The WAN cards do not normally send the port up 
10 message to the SCM. The port up message is preferably sent by a 
WAN port if that port is configured to carry the routing protocol 
update messages like RIP and OSPF packets. 

A port down message is sent to all the cards in the chassis 
whenever a port's state changes from an active state to an 
15 inactive state. The cards, after receiving this message, remove 
the entries in the forwarding table and ARP table which refer to 
the port as being down. 

The PIF module on the SCM is also responsible for 
maintaining and managing the RPL. For each of the physical 
20 ports, the user can set up another physical port as the backup 
port. The backup port is preferably not be part of any LPI . The 
; SJ backup port is used when the primary port goes down. All the 

packets are normally sent to the primary port. The backup port 
i is held in a disabled state. Packets are neither received nor 

25 transmitted from the backup port when the primary port is active. 
When the primary port goes down, the PIF module on the SCM 
enables the backup port and all the packets from then on are sent 
on to the backup port. According to one embodiment of the 
invention, when the primary port comes up again, the backup port 
30 is again put into disabled state and all the packets again are 
sent to the primary port. Alternatively, the packets continue 
using the backup port for the remainder of the session and do not 
switch to the primary port. 

In an alternative embodiment of the invention, the RPL is 
35 maintained in a distributed manner. The RPL is distributed by 
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the SCM to each card when the card comes up as part of its 
initialization. Each of the cards maintain the backup port in 

5 the disabled state. When the primary port goes down, an RPL port 
down message is sent to all the cards. When the cards receive 
the RPL port down message, each card searches its RPL table and 
for determining whether one of their ports is the backup port. 
If it is, then that card puts the port into an enabled state and 

10 starts handling traffic on that port. Also, all the cards remove 
all the entries in the forwarding table and ARP table which refer 
to the primary port. From then on, all the traffic starts 
flowing onto the backup port. When the primary port comes back 
up, an RPL port up message is sent to all the cards. The card 

15 which has the backup port puts the port into a disabled state. -and 
sends a port down message for the backup port to all the cards. 
The port down message causes all the cards to remove the 
forwarding table and ARP table entries which refer to the backup 
port. From then on, the primary port becomes active again. The 

20 RPL table is synchronized on all the cards. Whenever a change is 
made to the RPL table, it is distributed to all the cards by the 
SCM. 

The IP Forwarder 44 (FIG. 4) interfaces to the PIF object 
and sends and receives packets to/from the PIF via the logical 

25 port identifier (LPI) 128. A logical port identifier (LPI) 128 
communicates with the PIF 122 and includes the IP parameters 
related to each physical port. The IP layer calls an LPI 
transmit function whenever it wants to transmit a packet. The 
LPI transmit function identifies the appropriate physical port 

30 and passes the packet to the PIF 122 for adding the media 
specific layer two encapsulation headers and transmitting it out 
the appropriate port. 

After the initial packet has been processed, the identified 
layer two encapsulation headers are preferably stored in an IP 

35 cache entry. This allows the IP Forwarder to bypass the PIF and 
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Layer, two functions for subsequent packets, minimizing packet 
processing overhead. Thus, for all subsequent packets, layer two 
5 encapsulation headers are taken from the IP cache entry. 
IX. GENERIC FORWARDING INTERFACE 

Another feature of the multi-service network' switch of FIG. 
1 is the ability to provide a uniform interface to the forwarding 
functions to mask the details of transmitting and receiving 
10 packets over different interface types. This is preferably done 
via the generic forwarding interface (GFI) 122 (FIG. 4) that 
enables applications (e.g. IP forwarder, PPP, and other functions 
provided by the switch) to send and receive packets in a generic 
format . 

15 According to one embodiment of the invention, GFI handles 

all internal packet forwarding, either between ports on the same 
FM 10 or across the bus to other FMs 10 in the switch. GFI 
preferably makes forwarding functions transparent regardless of 
whether a packet is forwarded to a remote card or a local card. 

20 Furthermore, forwarding functions are transparent regardless of 
the ingress and egress ports used for the packet. For example, 
an ingress port may be frame relay over ISDN and the associated 
egress port may be switched to a frame relay circuit without 
going through the IP forwarder module 44 (FIG. 4). 

25 GFI 124 provides protocol transparency by dividing the 

switch into drivers 620 and applications 610 as is illustrated 
in FIG. 29. Applications 610 are preferably bonded to drivers 
620 at run time. This allows applications and drivers to be 
attached and detached dynamically, providing flexibility to the 

30 port. This dynamic bonding also frees memory and processing 
resources not needed for unused protocols. 

Applications and drivers desiring to receive and forward 
packets register various functions with the GFI, including 
receiving functions, forwarding functions, and/or polling 

35 functions. Drivers 620 preferably register their forwarding 
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functions for forwarding packets to a physical port. If a packet 
is to be forwarded to a physical port, GFI invokes the forwarding 



Applications 610 preferably register their • receiving 
functions with GFI to receive and process incoming packets. 
Receiver functions are registered to service various types of 
packets including packets that have been received through media 

10 ports, packets that have been forwarded, and packets destined to 
known internal ports. A protocol processing or forwarding 
application such as PPP or IP forwarder typically registers with 
GFI to receive and process packets received through the media 
ports. Forwarded packets are processed by applications that 

15 perform translation and encapsulation for a particular output 
port. Receiver functions also register with GFI to handle 
packets destined to known internal ports, such as a management 
channel that is used to exchange external management information. 



20 functions with the GFI for periodic invocation. Polling functions 
are often used to check the operation of the switch. In . a 
preferred embodiment of the invention, two levels of polling 
frequency may be specified: high and low. Preferably, foreground 
functions such as packet processing preferably uses high 

25 frequency polling, while the background functions such as timer 
processes use low frequency polling. In alternative embodiments 
of the invention, multiple levels of polling frequency may be 
used. 



30 the packet is received by one or more buffers (GFI buffers) in 
the shared memory 24 (FIG. 2) . The driver associated with the 
media port receives the packet and translates it into a generic 
format using GFI utilities. The driver also builds a GFI 
descriptor that defines the packet, and has pointers to buffers 



5 



function that is registered by the driver of the port. 



Both applications 610 and drivers 620 may register polling 



When a packet arrives into the system through a media port, 
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that belong to the packet. The packet is then passed onto the 
system. for processing by the applications. 

5 When a packet is to be transmitted to a physical port, GFI 

invokes the appropriate driver' s forwarding function to transmit 
the packet. The driver's forwarding function is preferably 
responsible for translating the generic packet into the driver's 
specific format and transmitting it out the required port. 

10 All packets introduced into the system are preferably 

converted to a generic packet format (GPF) for protocol 
transparency. FIG. 30 is a schematic block diagram of a GPF 700 
according to one embodiment of the invention. The GPF 700 
preferably includes a list of shared memory buffers and a 

15 descriptor that points to the buffers. The descriptor is divided 
into a general packet descriptor (GPD) 702 and one or more buffer 
descriptors 704. The GPD preferably includes four words. In one 
embodiment, the first word of the GPD includes a total byte count 
706 for the packet as well as various routing flags 708. The 

20 routing flags include flags for fragmentation, multicast, 
switched, and monitored. In this embodiment, the total byte 
count is the length of a packet. 

The second word defines a QoS value 710 and VPN ID 712. The 
VPN ID identifies a virtual private network associated with the 

25 packet. The QoS value identifies the level of priority for 
processing the packet. In a preferred embodiment of the 
invention, GFI provides eight levels of QoS. Once a packet is 
assigned a QoS value, GFI ensures that the packet is serviced 
throughout the system based on its QoS. GFI also allocates 

30 resources such as . CPU, backplane, communication channel, and 
system buffers to the packets based on their QoS values. 

The third word specifies an output port information 714. 
The output port information is preferably filled in after the 
packet's routing information has been determined from a lookup 

35 in the IP forwarder module 44. 
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The fourth word identifies an input port 716 receiving the 
packet. The fourth word also includes a reference count for 

5 multicasting. The reference count is used by drivers to keep 
track of a packet that is being transmitted to multiple ports. 

The buffer descriptor preferably includes a buffer control 
word and a pointer to a system buffer 717. The buffer control 
word includes control information 718 as well as the number of 

10 bytes of data 720 in the buffer. The control information 
includes control flags that define the type of buffer. 

A port addressing scheme used for the input port 714 and 
output port information 716 enables forwarding of packets 
anywhere in the switch. The port addressing scheme is preferably 

15 hierarchical and it is based on chassis, cards, controllers, and 
ports. Moreover, ports are divided into five categories: local 
ports, internal multicast ports, internal unicast ports, external 
multicast ports, and remote ports. According to one embodiment 
of the invention, GFI provides two different types of port 

20 addressing schemes, a forwarding port address (FPA) and a 
physical port address (PPA). FIG. 31 is a schematic layout 
diagram of an FPA according to one embodiment of the invention. 
FPA is preferably used for forwarding packets throughout the 
switch. FIG. 32 is a schematic layout diagram of a PPA 

25 according to one embodiment of the invention. The PPA is 
preferably used for external use, for administrative purposes, 
and for configuring ports within a switch. 

GFI preferably provides two types of FPA, a local FPA and 
a backplane FPA. The local FPA is used to direct packets to 

30 local media drivers. The backplane FPA is used to direct packets 
to remote ports 

Forwarding of packets is based on controller number for both 
local FPA and backplane FPA. Every device on the card preferably 
has a controller number 601. For example, there is an Ethernet 

35 controller for an Ethernet device and there is an ISDN controller 
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for an ISDN device. The controller number is part of the FPA. 
The controller number allows the GFI to dispatch the packet to 

5 the appropriate driver. According to one embodiment of the 
invention, the controller number has local significance only. 
If there are four drivers on one card/ then the-re are four 
' different controller numbers allocated to the four drivers so 
that the GFI can dispatch packets to them. 

10 There is also a controller for the backplane driver. The 

backplane driver preferably uses controller number zero. The 
backplane is another driver that runs under the GFI. Backplane 
packets do not go out of the switch. They go to another card 'in 
the switch. All the packets which are to be forwarded to other 

15 cards within the switch are sent to the backplane driver. If a 
packet has to go to another card, then the controller number is 
changed, allowing the packet to be sent to a remote port. The 
scheme includes address ranges that determine the type of port. 
The backplane also includes an address range. When sending 

20 a packet from one card to another card such as a packet coming 
into the switch from a modem and going to another card in frame 
relay, the packet is redirected to the backplane by changing the 
controller number to zero. Packets directed to remote ports are 
directed to the backplane driver. When the packet is received at 

25 the other card, the controller address is switched to frame 
relay. 

When a driver receives a packet from a port, it constructs 
a GPD 702 for the packet. In doing so, the driver preferably 
constructs the input port 716 information as illustrated in FIG. 
30 33. The input port 716 information includes 8 flag bits and 24 
address bits. The flag bits specify source control information 
that permits the receiving application to apply appropriate 
routing and encapsulation. 

The output port information 714 is preferably built after 
35 the packet's routing information is obtained from the forwarding. 
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module 44. FIG . 34 is a schematic layout diagram of the output 
port information according to one embodiment of the invention. 
5 The output port information 714 includes 8 flag bits and 24 



information that is passed from the application to the drivers 
that is responsible for transmitting the packet. 

The output port information is preferably designed so that 
10 applications can send a packet to a local port address (LPA) , 
known internal multicast (WKIM) address, known internal unicast 
(WKIU) address, known external multicast (WKEM) address, dynamic 
external multicast ( DEM) address, and remote port address (RPA) . 



15 to the card) , the output port specifies the physical port address 
as illustrated in FIG. 32. Local ports that are visible to the 



driver ports are used to direct packets to remote ports. The 
backplane driver maps port addresses in the incoming packets to 

20 local port addresses. 

WKIM addresses provide internal communication paths between 
applications on various modules. For example, if an application 
running on the ISDN module wants to send a message to the 
management IP stack running on the SCM, it uses the appropriate 

25 WKIM address assigned to the SCM' s IP stack. In the case where 
there are multiple SCMs in the system, the message is sent to the 
IP management stack of all the SCMs. If the user wants to 
address a known internal port within a card, then the WKIU is be 
used. 

30 A WKEM is used to group a host of external ports together. 

For example, a WKEM is setup for any application, such as OSPF, 
that requires broadcasting to a list of ports. A DEM capability 
allows the user to create and destroy multicast groups on the 



address bits. 



The 8-bit flag field, is used as control 



If a packet is being forwarded to a local port (i.e. local 



other cards are mapped to backplane driver ports. The backplane 



fly. 
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If an application on one card wants to send a packet to an 
external port on another card, it uses the RPA assigned to that 

5 port. Before a remote port can be addressed there is a mapping 
of the RPA to a physical port address. Each card in the system 
is responsible for mapping its own physical ports to RPAs . In 
the preferred embodiment of the invention, utilities in a header 
file performs the required mapping. 

10 With the exception of the local port address, all of the 

above categories of addresses are preferably virtual addresses. 
A virtual port address maps to one or more physical port 
addresses. The virtual address port assignments according to one 
embodiment of the invention are illustrated FIG. 35. Preferably, 

15 controller number 0 is assigned to the virtual addresses. In a 
preferred embodiment of the invention, the backplane address 
ranges are as follows: 

0 Reserved for Known internal management 

20 channel 

1-7167 Dynamic port range (remote port address) 

7168-7368 Known internal unicast ports 

7369-7568 Known internal multicast ports 

7569-76.68 Known external multicast ports 

25 7669-8191 Dynamic multicast ports 

The known internal multicast is used to direct packets to 
the internal applications that run on multiple cards. Examples 
include OSPF, RIP, and call log. Known external multicast is 

30 used to direct packets to a group of ports for a known 
application. Examples are ports used by routing protocols such 
as OSPF, RIP, and BGP4 . Dynamic multicast is used by application 
protocols that require dynamic creation and deletion of multicast 
groups. , In a dynamic multicast, members can be added and deleted 

35 dynamically. IP multicast is one example of a dynamic multicast. 
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ipt) /f ^ Another function provided by GFI is distributed 

multicasting. To send a packey to a multicast group, only one 
5 packet is created. When the packet is sent to a multicast group, 
the packet is sent to the /Dackplane. Then, the packet is 
propogated to the multicast group. When recipients get the 
packet, it gets propogated in the' recipient card to the 
appropriate media ports wiychout having to copy the packet. 
10 GFI further provides hardware configuration transparency. 

For example, the number of CPUs and the DMA capability is 
transparent to the applications. The memory layout between 
platforms can be completely different from card to card. The GFI 
makes it transparent to applications. Therefore, applications are 
# 15 not concerned with drivers and memory. The specifics of a board 
is determined at run time. The GFI moves all data structures 
into the appropriate places based on the GFI's configuration. 
When GFI is activated, it calls a generic platform function to 
\t% initialize the platform. The generic platform function gets the 

20 parameters for a platform. The platform function detects what 
^ kind of board/card it is and what type of memory it is and then 

HI sets up the data structures and memory accordingly. Parameters 

!£T passed by the function determines shared memory configuration, 

buffer size. For example, a parameter representing a modem 
25 buffer size of 256k bytes may be passed back to the GFI. There 
is a platform function for every card. Thus, the same code can 
run on different cards. 

The GFI software is designed to run on different hardware 
platforms. For example, the GFI runs on all Personality Modules 
30 as well as all Generic Hardware Modules (i.e. High Speed Generic 
Module, Low Speed Generic Module, etc.). Once a driver is 
implemented based on the GFI interface, it can move from platform 
to platform without any modification. Moreover, the GFI makes 
the CPU configuration (i.e. one CPU or two CPUs) of the system 
35 transparent to the applications and. drivers. No changes are 
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required to the drivers and applications when moving from a 
single CPU configuration to a multiple CPU configuration, and 

5 vice versa. 

When processing packets in a single CPU platform, GFI goes 
through a receive queue and checks the code set in the packet 
descriptor. GFI further checks if there is any application 
registered to receive the packet. The applications register with 

10 the GFI at initialization time. If there is an application 
registered to receive the packet, GFI invokes the application 
that has been registered and gives the packet descriptor to the 
application . 

In a multiple CPU platform, there is a queuing CPU and' an 

15 application CPU. The queuing CPU does the queuing and the 
application CPU does the processing. A macro puts the packet' in 
a QoS queue based on the QoS level that has been set in, the 
packet descriptor for the application CPU to process. The GFI 
code makes the number of CPU configuration transparent. Whether 

20 the GFI is running on one CPU or two CPUs, it does not matter to 
the driver that invokes the GFI receive function. The GFI puts 
a packet into a queue if running on a two CPU platform or* it 
invokes the function directly on a single CPU platform. 

When a packet is passed to an application. The application 

25 can: (1) forward the packet; (2) drop the packet; or (3) hold the 
packet. When the application is called, it returns any of the 
above codes to the GFI. 

One application is the IP forwarder module 44 who gets the 
IP packet and makes forwarding decisions regarding the packet. 

30 Once the forwarding decision is made, the IP forwarder module 
sets up the destination GFI address in the packet descriptor and 
returns a forward code. If the IP forwarder -module determines 
that the packet is not good or cannot be processed, then it 
returns a drop code to the GFI that the packet be dropped. If 

35 the IP forwarder module determines that the packet is to be held, 
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the module transfers the packet later because the routing 
information has not yet been determined. 

5 If the forward code is returned and the GFI is running on 

a dual CPU environment, the GFI queues the packet in the queuing 
CPU. If it is running on a single CPU, the GFI calls the 
dispatch function for GFI directly. The dispatch function 
decides based on which driver this packet has to go to and it 

10 dispatches the packet to the appropriate transmit function to be 
sent out. 

When GFI runs on a two CPU platform, a set of queues are set 
up automatically, receive queues and forwarding queues. In one 
^ embodiment of the invention, there are 4 receive queues and 4 

: # 15 forwarding queues. Each queue is used to differentiate a 
!^ different level of QoS. The GFI picks up the packet from the 

queue and processes it based on the QoS and then calls the 
( 2f dispatch function, then dispatches the packet for the appropriate 

Mf| driver transmit function. Which driver transmit function is 

20 called depends upon the forwarding port address that is in the 
packet descriptor. The forwarding port address has a controller 
m number and the controller number determines the driver that .is 

^ to receive the packet. 

Q. In an alternative embodiment of the invention, the GFI 

25 supports 8 Receiving Queues (RQs) and 8 Forwarding Queues (FQs) . 
FIG. 36 is a schematic layout diagram of the Receiving Queues and 
Forwarding Queues according to one embodiment of the invention. 
When the driver receives a packet, it uses the packet's assigned 
QoS value to queue it to any of the 8 RQs. Similarly, when an 
30 application is forwarding a packet, it uses the QOS value to 
queue the packet to any of 8 FQs. 

The above queuing scheme is preferably only used for the two 
CPU configuration. When the GFI runs on a single CPU 
configuration the forwarding and receiving. queues are not created 
35 or used. The GFI. makes this transparent to the its users. 
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GFI further provides Inter-Processor Communication (IPC) . 
Using the IPC capability, applications running on different 

5 processors on the same card can exchange messages. In order to 
receive messages through the IPC an application registers with 
the IPC using the function calls provided in the gfi-ipc.h. The 
IPC provides two modes of operations: synchronous and 
asynchronous. Using the synchronous mode, an application can send 

10 a message to a client running on another CPU and wait for the 
response. The IPC provides the mechanism for the responder to 
send a message to the requester when the synchronous mode of 
operation is used. If an application does not require explicit 
acknowledgment of a message, then it uses the asynchronous mode 

15 of operation. In this case, the IPC queues the message and 
returns immediately back to the application. 

Although this invention has been described in certain 
specific embodiments, many additional modifications and 
variations would be apparent to those skilled in the art. It is 

20 therefore to be understood that this invention may be practiced 
otherwise than as specifically described. Thus, the present 
embodiments of the invention should be considered in all respects 
as illustrative and not restrictive, the scope of the invention 
to be determined by the appended claims and their equivalents. 

25 



30 



35 
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